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Application Registrations in 

Microsoft Entra ID 
Application Registrations enable integrating your solution 

with Azure Entra ID



A cloud-based identity and access management service

Manage user accounts for your organization

Authenticate users into your applications

Enables single sign-on

Microsoft Entra ID



A trusted relationship between an application and 

Microsoft Entra ID

Enable authentication in your applications

Securely call APIs

Microsoft Entra 

Application Registrations



A basic authorization model

Microsoft 

Entra ID

Contoso Entra ID Tenant

Contoso user 

accounts

Contoso app

User

Application 
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Calls Entra ID for authenticationRequest access

Access allowed

Entra ID checks to ensure requested 
permissions are allowed

Ack if request passes 

requirements

Basic login flow

Access granted



Single vs. multi-tenant
Understanding single and multi-tenant application 

registrations is key to configuring them properly for your 

application



Single tenant

Only users in my Entra ID tenant can 

authenticate

Use when the application users are 

internal to your organization

Multi-tenant

Accounts from any Entra ID tenant 

can authenticate

Use when the application users are 

any user with an Entra ID account

Application Registration types



Single tenant

Application 

Registration

Microsoft 

Entra ID

Contoso Entra ID Tenant

Contoso app
Contoso user 

accounts

User



Demo

Single tenant App Registration Configure a single-tenant App 

Registration for a web app



Multi-tenant

Application 

Registration

Microsoft 

Entra ID

Contoso app

User with any

Entra ID account

Any Entra ID user 

accounts



Demo

Multi-tenant App Registration Configure a multi-tenant App 

Registration for a web app



Using secrets instead of user accounts

Another authorization model

App registration

Secret



Multi-tenant

Application 

Registration

Microsoft 

Entra ID

Contoso app

User with

Entra ID account

Secret

Knows the 

secret



Demo

Configure a secret in an 

App Registration

Configure an App Registration for 

calling the marketplace SaaS API



User consent and scopes
Allowing an application to access your Entra ID 

information



Entra ID scopes

Scopes

Specify access to user information

User must consent to each scope

Examples

Read my basic information

Read my calendar

Read and write data to my calendars

Best practice: Use incremental consent



Marketplace SaaS Landing Page consent

May only read basic information 

from the user

May only use User.Read scope 

See marketplace certification policy 

1000.3



Entra ID administrator consent

Your company’s Entra ID policy may 

block access to one or more scopes.

Administrator view



A sample solution architecture
Introducing a sample solution architecture for integrating 

Azure Marketplace SaaS offers



Sample solution for Azure marketplace integration

Landing page

multi-tenant web app

Any Microsoft 

user account

Single-tenant

app registration

(with secret)

Passes secretMulti-tenant

app registration

Returns

API security token

Marketplace SaaS API

Passes token



Sample solution for Azure marketplace integration

Admin portal

single-tenant web app

Single-tenant

app registration

Contoso user 

account

Marketplace SaaS API

Single-tenant

app registration

(with secret)

Passes secret

Returns

API security token

Passes token



Summary

App Registrations in Microsoft Entra

Single and multi-tenant App Registrations

User consent and scopes

A sample solution architecture
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