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Zero Trust Lab Guide Map

Base Requirements

Introduction & lab guide use
Sign up for my.visualstudio.com
Create your M365 E5 Developer Tenant

Configure your Azure Subscription

Choose your lab
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Defender for Office 365 Ema Defender for Endpoint [fmd Defender for Cloud Apps |

Zero Trust Pillar | Data

)
I
~———

Scenario only applicable to the Hybrid Identity lab
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https://ztlabguide.com/vssub
https://ztlabguide.com/linkazuresub
https://ztlabguide.com/setupm365
https://ztlabguide.com/clouddeploy
https://ztlabguide.com/pim
https://ztlabguide.com/securetenant
https://ztlabguide.com/license
https://ztlabguide.com/pswdprotect#step-1-enable-self-service-password-reset
https://ztlabguide.com/saasapp
https://ztlabguide.com/appproxy
https://ztlabguide.com/pswdprotect
https://ztlabguide.com/defidentity
https://ztlabguide.com/cloudsync
https://ztlabguide.com/pswdlesspsi
https://ztlabguide.com/pswdlesscba
https://ztlabguide.com/pswdlesswhfb
https://ztlabguide.com/pswdlessfido2
https://ztlabguide.com/goventmgmt
https://ztlabguide.com/govaccrev
https://ztlabguide.com/govlcw
https://ztlabguide.com/
https://microsoftapc-my.sharepoint.com/:w:/r/personal/benwolfe_microsoft_com/_layouts/15/Doc.aspx?sourcedoc=%7BF3BEEE2E-FD76-4336-9CE1-67D0F2894A58%7D&file=5%20-%20Hybrid%20Deployment.docx&action=default&mobileredirect=true&share=IQEu7r7zdv02Q5zhZ9DyiUpYAa9pH4Hx7yVn_Z2nE724ReM
https://ztlabguide.com/intappprot
https://ztlabguide.com/intmdm
https://ztlabguide.com/defo365
https://ztlabguide.com/defendpoint
https://ztlabguide.com/defcloudapp
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction
https://ztlabguide.com/hybriddeploy
https://learn.microsoft.com/en-us/microsoft-365/compliance/get-started-with-sensitivity-labels?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-create-deploy-policy?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=o365-worldwide&tabs=other-retention
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard#configure-a-workspace
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-use-azure-monitor-workbooks
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard#run-queries
https://learn.microsoft.com/en-us/azure/sentinel/quickstart-onboard#enable-microsoft-sentinel-
https://learn.microsoft.com/en-us/azure/sentinel/investigate-with-ueba
https://learn.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook?tabs=LAC%2Cincidents
https://learn.microsoft.com/en-us/security/benchmark/azure/
https://learn.microsoft.com/en-us/azure/governance/policy/overview
https://learn.microsoft.com/en-us/security/zero-trust/azure-infrastructure-overview
https://learn.microsoft.com/en-us/azure/purview/use-microsoft-purview-governance-portal
https://learn.microsoft.com/en-us/azure/purview/create-service-principal-azure
https://learn.microsoft.com/en-us/azure/purview/how-to-schedule-data-estate-insights
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